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.OVWNN NYIAY MONN NV P NONWID NPY NNIVPN PIN RO

.10.3.1
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.10.3.3
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.10.3.5

.10.3.6
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.MM DY YRIN DINN XID DIDN NN IWIRD
NNYPN NPNVYN NNLVIAN .10.5

NN D17 TI9NI NYI VINIDA MYXINN NONN MIIWN NX PPN oD .10.5.1
SNONN NOIWNN PHN PPN IUN DY NINN

,UITVIRN NYI INPRND NIV NTIN DIDON NYNINN MNVINION  .10.5.2
PPODY KNIV NIVYN DIND DINPRN DINNY NOPVIM

M22IPN NNYPM NPV NNVIN MIIYN ITYN YN PPN oD .10.5.3
: TNON 999 19D YUK ,qIva

FireWall -wx noyn .10.5.4

IPS - m»In nynd noyn  .10.5.5

Anti-Virus - 10371 721N NYI1NMY DI OOIN - .10.5.6

TN LIV IDIND TPIAN ,NIIWNT NPTN I IYN OPIN PT NONN - .10.5.7
.NDIYNN NNLIANA DYPINN MDY

911N MY I TIVY 295 ,DMIVNY Y NN NNVIN SYSNHN NN DR 1O .10.5.8
NYY NYN ODXIY NTOVN DY GMYNI

YNNI NNVIAN Y239 NNYPNN MIIWNI MDY Y5 Ow P O .10.5.9
DINNND PYD ITNINI IMNX 1P (Audit Log) mmys a1 mysnNa
Na ki talvjakl

Y8 OX2 DR-1N 9NN D) XOH 19IN2 DWPN — ININD YPHN NNVIAN .10.5.10

NURWHR/VYNRYN NYSINN NDNN NN D I T — P 90N wnd .10.5.11
0NN NN DY NN NTIND NYIITN ,NDNN DY D27 MNP Dapna
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.DOYNN DPRY DINN DIDINY

MNYpPM DNV NNLIX .10.6

DIDINN 2D AT PN, GVIV IPIND INYP INVINY NIIWNNONIY  .10.6.1
.9ya ©o2pnn Best practice -n 955 %951 ©INOLN

MNAN 9391555 YUNR , 0NV D32 DMIRNND NNVIANOOYNNIN PPN 1ONN .10.6.2
NNLIAN DILVLD NIPAY NN NNITT NN NYINT DIP-XVIN NIDIN
PP MY N9 ININM YN

N1DION %9271, 71 TT NIDIN 292 INVIINY NIIWNN DINNY NYPN MTY  .10.6.3
PN TN RN

NORN 7Y YITIPY 295, DINPNRD YN NNVAN WYNNN NN RN oD .10.6.4
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(Audit Log) m>ya 11y mysnNa NOIWNN NIV MDY 53 Tynd nonn .10.6.5
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NYYPIYAN NNVAX .10.7

,PIV2 D151 best practices 97 INVIINY NIIYNI MINAN NVPYPAND  .10.7.1
.OWASP »555 5 5

SQL 105 M5y 11821 21T TV NYTHN NYINY INYPY NPSYaNN DYy .10.7.2
ONN DI MTHY ,NIIWNN SNIY N2y MY 191 XSS injection
NPNY AWR NXPN NN ORIV NIVWNI JPIINY DN MM NN
.DYPIDN YN

MYNNNI INA,TIPA DNVIAN DIV MYSNHNI YNINN NPNPOYOND NNVAN  .10.7.3
NN Hv 1w IR Application Firewall (WAF) -2 wyow

NIIXN NN DN P2 ,DIWHON NPNTNILY MINNY NNVIND MININS  .10.7.4
.(Browser) 19797 n7¥n2 N (EXE) mpH nav

191N 7Y IITIPY 295, DMIVPRY YNN NNVAN SYNNN NN RN N1OBN - .10.7.5
DYDY NYN SN NTVVN DY GNIVNIa

T NVNN ,NIIYNA OPPN INDN YTNIN NN PN NN IR 1O .10.7.6
YN P NONN DY DMWY MMPY P2, 00 DOPID P RHND YN
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MY 1O MYNNNI NN NIIN NDVPIIAN MY DD DWW NONN  .10.7.7
N THONI OIRNNN PYDA 1IN IMN PN (Audit Log)

MNP NN DMI0N MANN .10.8

MMPY 5935 IN,D¥PADY NINN P2, NNYPNN YOO NN YD .10.8.1
.DMVITIVD MAXN FYNNIN MYNNNI PN DV

DN 2 ,0W1N T80) NYXIIN MIBNNN NYNINIV ONN LVID WNHPN .10.8.2
N2 — 0NATITI MONPNT NNAXN MYNNINI N, VPN »1959 mysnNa
.sslv3

ssl-v3 wminmn DN ,NNIVPNA MIBNNT PN UNIND T VI WINPN  .10.8.3
.ssl-v2-5 fall back ) 1805 D) LYY

VNN DM NSP YNRNUN NPT NN .10.8.4

> webgui Pwnn MYNNNI NNIVPNL DXTTNN MNT NN NN .10.8.5
NIVYN NN Y IN/ PODN NN 295) RNDID) WNNWN DY NMYNNINI
2YAPOTI 7252 PIN NAT MYNNNI D) DNRIY?

TP webgui PYNnm MYNNINI NNYPNL DXTTSN MNT NVOR N .10.8.6
MNNIOL MY¥NNA 2 factor authentication — PIN MY MYNNNI
7252 One Time Password — OTP nonys-1n XHooo

P71 PAON MOIWNY MPY VPN nwpna 07780 Mnt Mo - .10.8.7
MTIYN MyNNNA 2 factor authentication — 7252 PIN MY NIYNNNA
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TNIVPON NINN PIN 29D YN DN T DY IPAY NIRRT
.2001 N7OWNN
,PINN NNIN NN WNND YSI IMYNHNNI MNTNOVN I8N NN VID W8N .10.8.8
=THN RNPDYON TIVN D12 WNIND? T8 (1191 991902 1IN 9 \PNN)
Bapia)Vo!
MSNY Y 159Y NP2 IN NPINN YN0 DOINNON DOVNRNWYN WNNY v ON  .10.8.9
SV TNM 05N ©VI5 X ,OTP »y MNTIN 55NV ,NNVIND NNONN NN
.SSL VPN
1495 ORI TN MYOIT DY MY MNNDION DIN1 2D PN NIV w8 .10.8.10
195NNN MPTN,NNPDIO PN Y)Y ,NMAN NN NMINNDID MY 3999
MNTIP MINNPDYD HY NN DY)
YNNI DONRM IIEN YNINND NN NN NN NN IND W8 .10.8.11
.N9Y9NN NOIYN 2957 DY DN 1NN IN MINY NINIDA 1NINN MYSNNI
MNAYN DNONIND 1A ,NNY NN DDIN NPT NHDX NN WNINN DXL .10.8.12
DYNVIND T WNNN VI INYII INDIV DN DIV WHNWNN
VI NN NININA INNN ,DMINN DIV MINNDIOM WHNWNI MNIVN
MNPNI OX P2, NNDDT NYIND RNDION NMIAXIN T MNTINN TON
DN N 12 DMNNN DYDY MYINI N NNVYPND
NN NN VI ,NZYAN NIIYN DDIN NPT NMONX NN WNINY DXL .10.8.13
MNP DI NI NN NINND DMV DIPIN DTN WMWY IIND
WINN VI, AD 51195 Gina DDIIN N WINM ON NONTY 13D MINY
NYT NYINI RNDION VIR Y2DW DI DY PN T NANINA
YT NPT NN .10.9
DN ,NIIWNNN Y0 NPT NYIND DIYNNIN DYANN PPnd oD .10.9.1
MY IVNNDY DIYNIND DIYNNIND . INIY NIVWN YT DY DIV DIRY
$PIN2TI WNIN
.DLP 9%m .10.9.1.1
NP MY NNYpn .10.9.1.2
8P MTaya USB-Yy mTnd nuan nyyn .10.9.1.3
IN PIN 29D TID WATIN YN DI MW TR0 IN PANND 2NN W8 .10.9.1.4
DXPADN DMAVN DOYSNNI YTINN NN NVIND N ,NPVIADT PNOM)
2N, YTININ DY INNT NYIND
.Need To Know — ny15 79180 %99 y 105 nwan ny1Hn .10.9.1.5
INIYN DM 90N MNN .10.9.1.6
. (7292 MININN NN 4 NNINN) YITID INIYN YDIVID MI0 NINoN .10.9.1.7
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TINOT NYIND DY NONY DNNNNM T TWIND DI P11 19IND INT NN .10.10
TNYDY ,VTPNN GINI TS, VAYTY TN DTN 29D YNN NTNRD DOYHON YN
STV D99 NNMIYW MIKRWINN 29D NIV YNRD DY) MDD 1)
911N POON »T21y.10.11
YN 7252 DYYIN XNDYD) WHNYN NIYNIA WNnwyd Nonn Sy T2y Y5 .10.11.1
VHNYN NNIVNL INWID WIDY NYY KDY ,0IN) DY02 N NN YO
.D»)9>2>39 51N MNIVYN NIY MY, D2aMmuN
DYTIVN N2V YT DY YXIANN MINOIND NPYTL PYNIN NN VI WP .10.11.2
.N2IYAN2 DNPOYN DIV ,NIWNN DY NPRNN MM IPOYY TUN
JOIND PAYND NONNN WITTY MDD NN NNNYD NIV ORIV Nvwn .10.11.3
NPT NMIRHN NN ,0N2 NNY D) DMVIASIN DITIYN VI NN SNNPN
N9I1TN YT2IY MY P YXID NN’ NIIYNT DIWIN IIIYY NN
2Y YR INNNT,INYON NNNPHM NDIND MPITA D NN Y TWUN
MINSIN DY TN NPTIDN NPHY SONVN DXPNYN .NPTIDN NPNIY DNV
, Y9992 1591 By NYTIN INKD DY NTOVND 1YY ,NNNONIND M1
IRAY NN DY SNYWID NPINK HPOND YIAN
DNDN T2 NPOYN DY IV DPONY MITN NN NNNYD NIV NI Nvwn .10.11.4
Y921 ,920N 1NN KO ONIVWNN DXPADN YOND VPN NONN DY
DIRIY NIVWN DY ONYID NPINN DIV IX NI NPINRD YIN V2TV
P NNVAN .10.11.5
YNNI NVIINMDY DI DAVNNI VTN OY ,24/7 NVIIND ,IND PN YITY .10.11.6
NVAINN HYI» DXNIYN NN IPY NIRD .IND 2HYN2 DINDVI NPYIN
90N NYYN - MYNIN NTIAYN MYWL ROV DY NNND DI .NPYIN MYSNNI
APNN2 ONNVLIAN VIR DI DY SNXIY NIVWNRD MPT YITI OXIY NIVLWNID
LDOXNIVYO TPYIIN KD DY) 292 IRINNY NV D51 wnnvwno v .10.11.7
YN NNVIN NMIP2.10.12
2y ,MWA DYS MNAD NIIWNN DY MOVIV YT NNVIN MIPA YN 15NN .10.12.1
VTN NNVINR MYITIINTNIY RTND TN DY M2 55
VN, NTNPXAN 22N DY 191N NINDD 1M1 P2 I1PDI MOVIWN MIpan .10.12.2
MPHN NPT,V DN NNVAN MDD PO ,0PNNPN NVPTN XPTIN
NN NPVIND Y722 NYITIN NINK TNNY NIPA HIY ,(Integrity) OMNMN
NYD YN IRIY NIVWN MY IYNID TUNR YTNN NNVIN MNP INTNY
JPIMONNN NN/ NTHY NNVIND
NILWN NYIT A YN NNVIN MPYTI) MIPA Y8 NN NONND .10.12.3
IN,DOVIPRI NITYN ,NOIWN NITY,D0NY DI PR IND DX P, ONIY
.DNYID DMINK TN N NDD HVI
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DN NN, DN ,YXINN MIPAN GO0 DX INYNNL IND W8 .10.12.4
VAN MIPAN DX YNID YHIND

M TN2 NOWNN DY PPN YN NNVIAR TP YNID AN NONT/WNNN .10.12.5
SV NPMINNI JMYIXYT NN 9D MOIWNN DY NPNI NN NVIN TYN
.DVUTIN 18 -5 NNX NMNad

197 %92 NPIN V0N YTININ NNVIX MIPIA INSND IWN OMPON PPN .10.12.6
09 10.13.2 —110.13.1 Y02 9 TINN

YN NNVIN DN IN NN NI NN DY NN INYSND I8 w8pn .10.12.7
NNLIAN PO NAINN MWN ToNNA Y8 IWN (CISSP/CISM) 71n01m
MYIITN POV DY NNY NNIR XYM ,WONNDN DV NNMOPN NN DY YN
% 9912 Myamnn

MWD D3 55, 03TV YN NNVIN SWIPNRD NANN NION P WP .10.12.8
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NIVYN DY YTNY MY NYP NPRY ,PADN MIIVNY INK NYT IN
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R\agian!

720 AT P9 TIN2 VN MNP RN IWR NP 9D )1PNY Dy Nonn .10.13.2
1PN VNOND

959 MY 4 TIN DOV YN I9IND DN — DOYMIP OMPOYY NIdn .10.13.3
ANYN

DYPOY M3 20 TIN WD - NPVMIP MPYN DPRY OPMNN ONPON .10.13.4
DIVAND OTPNA YU

DYPOY M 60 TIN NPINY - DMVIP DN DOPMNN DIRY DMPY NN .10.13.5
ANYn a0

Y2 AN IR PIT TYVN TIN ONPIN 2D NONMN OT DY 172N IWR 0N N .10.13.6
2aPNM ONIY NIVYH DY GNMIVNL PNTYIDYY  NPIDOVPMIIN MDD)
JPINN 25230 NOMWN NVONN

.DYVN NYYO MW MDY MOd¥I) nhvan .10.13.7

.10.2.8 9yo1a yapiw SLA-1 Tmyd 1mn 5y w17 DR-N 77yn .10.13.8

MY NNLIANY YT DY DIYXINN MNINON DOYININD DN VI WP .10.13.9
WP DIYNNINIDINY DD DIIPPN DIYSNHND 0NN VI VW . .MPYN
2N NYSN NVD

Redundancy — nmvpn »2>57 oonv mn».10.13.9.1
Load Balancing.10.13.9.2
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DYWMD YN DIYNNN IDINY,DVD DIMPN DDMN DIPNN PN MDD
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DYNRIN INRNN PNINDY ©PNN JPNN 01PN .10.13.10.1
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VT NNVIN
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.Y DIDNN TI9) dXNY2 PON NN (PPONY PIIYIIT ,PNIN ,1PNADI DO DY) 11onn 1.1
0N TH9 ONY2 PON MNNN DO0NY XN 1.2
39902 DY MIYHWNIN DNNNY MHN MY 050N .1.3

MYNNYNRM MYNAN 19900 MYIT IR DPPNN I9INT NYN DO0NN MDY 1.4

IN DIV 1IN 29000 PR INRNN OX N NN 95,10 1 .INPa NN NN

MIN NN NI JIND WND ,0aW»Y 1) KOV, THON IMNI MNY MR P2
PRIBN/AIOND TNY MMDT NN IN PAON

A9 5y MY D2DN MNNN WISY PRI, 7152 NPNNY MYNHYR M D20N2Y MM 1.5

SJONM YRWN NP PWHA D) 19T PNYHA NNINM ; TONM YHWN 02192 0) PRXAIMINAD - 1.6

MIYPNND 9PN

IUR NPINOY DXTYINA L3700 VNOND ,DOWPIAND DINMPYN NN PIDY Poon .21
000 TNIY O DY Wwap»

VO NMPN /MIVPNNN NMpn 2.2

N2PNN DY 119190 TNY NYHIN TN OOVWNHIN 24 N2 NAPN NN MIYPNNN NPN
NAMPN DX PIRND NOTYOIN MDDV 0NN TNYD .MIYPNNN NPN
:19NY) DN DXVWTIN (36) NYIY) DOWIDY DY DY XYW MADN MNPNI MIVPNIN

MPN D 0IN NS O 30 DY NNTPID NYTINA NN, (TINOINY

214 MPN2 NNINXY N2 ,TA92 PIONN PAIVN DX VI DINND P OIMNN 2.3
214 NIPN 295 NMDNDA VINOY NWYN NVON NTYNVY DN [ NNIND G DY .NNPNY
.13 ©ODNN NN TIVNI DY MIVYPNN ¥ Yapm Nupnd

N2Y2 OMPY IN PV TN YNID 39900 TIHY NYOIRI ,MON ANNDY Pond 2.4
PHRINN 299 NT 3391 19 DY MYITIN NMINNT DI IDIN> PADN DY NN PN
AMMY WP KO ,00MPYN DIPNDN I INONN

LUTN N9 P90 NN ANRD NN ,WTN 39910 NXRYD 39900 TNY VYN’ 12 NIpna 2.5

(N3 NINT) PAON 27 WTNN PODN P2 MPYN dPAD NADNN DY OTNTN TONN D>

NN 295 Y7 DY ONININ OXMPYN NN PADD PWNND PIDN 21NN ,NNIND NIPNI

DYDY TY NN ,TI00N YPNND DXNNDY TI90N T O DY ¥yap» WX 9901 M

PODN (DOWTN NYOIW TY DY NMIPNY DN TUNR) WTNN PIDN YTD ©XMPWN NIIYN
NN 5952117 YO ,WTNN PADN DY 1191070 TNY DY RIN 19INI NI 9N’
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NIN DY, DMIN PN, PMYIT 11907 ONIN Y9 IR XIP NIN D 1NNM PNSH poon 3.1
19907 Y MYITM 0NN H9Y DRNNA DXWPIANN DXMPWYN NN PIDY 1NNN
TNY NI MUY ANHRPHNIY NVAMNT MDA INPMTI 1Y D0 NYSNN

1Y DIDM TI00N MNXNNY 91932 oM )T HY wap» IWN DTN 31900

19901 MWIITYONIN DO MIYPNNN NOPN DD TUNA TNY) PYNNDY A»NNN POvN 3.2
4.1 PYDI NMNINN NPOONN MYIIT 191 19901 NN DMIPIN GON NN DHYO
RaklalRin)alviap)

SV NNNNN SYNIN OTA NMINN MITN 19D DOWPIANT DOMPYN NN PODY Pavn 3.3
(PN OND) PN

P (NMNN ONX ,MIIND MAID) MIYPNNN NNPN TNX 930 D PN Paon 3.4
22PYW MININN DI VINAD DIRNN TPN NN OOWITIN DININD DOYNNIND IMYIA
19901 79 HY DNPODNI 2N NXIN TWN DIVPIAND DNV PV OIND Y30 IR

.M DO0M

DTRY TNXY DT DY DOIRNNY PODN 9PN PP0YN NI D PN Ppovn 3.5
TN 9351 NT DODNY 110N WIATID DOVUPIANN DOMPYN 1NND PRMNNNI
VPN NYPN

11 12 DN NIN 19907 SNINY DRNNA IPND> DIWPIANN DIMPYN ¥ NNN PADN  .3.6

M52 NTRYY NYITN D, .INK TN AN ,)NNO0N PN IX 11900 TNY

19Y PRI ZAT900 TNYD DPMYNYR DXPR) DN NN Y91 ,1MNN 11N 0N/
19992 VDN MOIP DIYYNA PADN NN 1M1

DY ,XNIND NI D2 PRIV OINN DX DIUPIANN DMWY DX PO 2NNN POon 3.7
PN IN T2 ININD DXNNA DI INPINKL INIAYN

MYV ) PMIRNND INWNI OIRNNND IOIND ,DO0VPI1ANN PIVN DX PRI PIDS 3.8
NN WX PRVIN PN D NTND PION DY .PRYIN 7/ 339010 TNY DY NRDNN MINI
.MSWNN NTIVN DY ONNY 210N NYIP

MDY MYINN DO,V ,NNNMNN ,)1PDMNN IMYIL YD INNN) NI PINHN POON 3.9
VN TNND PRITNY DPID? XIN Y ,DOUPIANN DXMPYN NPIOND DIVITH OTRN
.Y DIDN 29D PIMIPNNN

,NPO2 DY DX DI ,NYNNA FIONN TNYD 10NV DOVIN I 1D PNINN PO .3.10
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39919 2 P92 MYTY ORNNA YT DY NPIDY DOPYTH MDINY ININN MM POvn .3.12

TNY MYIITO NHRNN OX IR PION YT DY IPADY PV NPYD KN 12 NIPN2
99199 4.1.4 9792 LNHD NMD N PADN TP 11PN

YINTY IR INYT DIPOW Y9 DY TINYD NI 17 DNRYLN D IN PHRINN INA TIINN TNY
792 VNN TN TN IPNHDIYW DXPOTN NN NPNIPN MPr T2 YSIY PODNIN
Raklany:!

NNNY DNYLN I DY) PPN L,TIINN TNY PPN DY NOWI GNYY I»NNN PN
SV 1PNIN DI INN XN, 050NN 33997 59 HY PNIAMNNN NDMNIY YINN 952 ,Npad
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